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CUC AN TOAN THONG TIN

AUTHORITY OF INFORMATION SECURITY

“COMBO DU LICH GIA RE”

LUa dao chiém doat tién bac, thong
tin cd nhan qua cac hinh thic bay
mua dich vu du lich tron gaéi.

GIA DANH CONG TY TAI CHiIiNH

Cung cap khoan vay tién vdéi 1ai suat
thap, thu tuc don gian. Yéu cau nan
nhan déng phi lam thu tuc réi chiém

DANH CAP TAI KHOAN MXH,
NHAN TIN LUA DAO

Chiém quyén dang nhap vao tai
khoan Facebook, Zalo nhan tin cho
ban bé, ngudi than hai vay tién.

DANH CAP TELEGRAM OTP

Lap tai khoan Telegram gia danh cac
¢S quan, tdé chuc. GUi tin nhan yéu
cau xac thuc tai khoan cho nan nhan
nham chiém doat ma OTP dé truy
cap tai khoan cua ho.

KHONG
dang nhap vao dudng link la

MOT SO HINH THUC
KHONG GIAN MANG

CUOC GOl VIDEO DEEPFAKE,
DEEPVOICE
Cac doi tudng su dung cong nghé tri
tué nhan tao (Al) dé tao ra nhiing
video hoac hinh anh gia, sao chép
chan dung nham tao ra ciac doan
video gia ngudi than, ban bé dé thuc
hién cac cudc goi lUa dao truc tuyén.

CAlI CAM UNG DUNG, LINK QUANG
CAO CO BAC, CA PO, TiN DUNG PEN

Cac doéi tuong gai bay quang cao,
Ung dung cho vay. Nan nhan sau khi
cai dat Ung dung va cap quyén cho
Ung dung truy cap dién thoai sé bi ké
gian chiém doat théng tin ca nhan.

GIA DANH CO QUAN CONG AN,
VIEN KIEM SAT, TOA AN

Cac doi tuong gia danh cd quan céng
an, vién kiém sat, toa an dé goi dién
ham doa va su dung cac chiéu tro lua
dao nham chiém doat tai san cua
nan nhan.

TUNG TIN GIA VE cuOC GOI
MAT TIEN FLASHAI

Goi dién thong bao tin gia, hudng
dan phéng tranh cudéc goi mat tién
FlashAl. Nan nhan lam theo hudng
dan sé bi chiém doat thdong tin ca
nhan.

KHONG
cung cap bat ky noi dung gi lién

quan dén thong tin ca nhan hoac

thong tin tai khoan ngan hang
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GIA MAO BIEN LAI CHUYEN
TIEN THANH CONG

Cac doi tuong IUa nan nhan mua

hang s6 ludng I8n trén mang xa hoi.

Lam gid bién lai chuyén tién thanh
cdng bang phan mém.

GIA MAO TRANG THONG TIN BIEN
TU, CO QUAN, DOANH NGHIEP
Tao trang web gia mao cé giao dién
giong véi trang web cua cac cd quan,
doanh nghiép. Ngudi dung khai bao
thong tin trén trang web gia sé bi

danh cap théng tin ca nhan.

RAO BAN HANG GIA, HANG NHAI
TREN SAN THUONG MAI DIEN TU

Pang tai quang cdo mdi chao ngudi
tiéu dung mua hang gia, hang kém
chat luéng khdéng ré6 ngudn goc trén
cac san thuong mai dién tu.

DICH VU LAY LAI TAlI KHOAN
FACEBOOK
Tao trang web quang cao dich vu lay
lai tai khoan Facebook. Yéu cau
ngudi dung cung cap tién coc, thong
tin ca nhan.

KHONG

chuyén bat ci khoan tién nao dé
lam thu tuc vay tién hoac ching

minh tai chinh
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GIA DANH NHAN VIEN Y TE BAO
NGUGI THAN BDANG CAP cUU

Goi dién thoai thong bao ngudi than
dang nam cap cldu trong bénh vién,
yéu cau chuyén tién mo gap.

GIA MAO SMS BRANDNAME,
PHAT TAN TIN NHAN GIA MAO
Cac doi tuodng su dung tram phat
séng BTS gia mao dé gui hang loat
tin nhan IUa dao t3i ngudi dung. Nan
nhan Idam theo hudng dan tu tin
nhan sé bi danh cap théng tin ca

nhan.

DANH CAP THONG TIN cccD
Bl VAY NG TiN DUNG

Cac doéi tuong bay ngudi dung

Internet khai bao thong tin CCCD
trén cidc mau khao sat. Tu dé su
dung thdng tin ca nhan da danh cap
dé vay ng tin dung.

RAI LINK PHISHING, SEEDING
QUANG CAO BAN TREN MXH

Tao trang web gia mao ngan hang
hoac dich vu truc tuyén véi muc dich
thu thip thong tin ca nhan cua cac
Nngudi dung Internet.

KHONG

chuyén bat ci khoan tién nao dé
mua don hang theo yéu cau cua

doi tucng
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TUYEN NGUGI MAU NHi

Ldi dung mang xa hdi ti€p can du do
cac bac phu huynh cé con tré dang
ky Ung tuyén ngudi mau nhi. Yéu
cau nan nhan déng nhiéu loai phi.

LUA DAO PAU TU CHUNG KHOAN,
TIEN AO, DA CAP

GUi link thanh toan truc tuyén tham
gia san giao dich ao, yéu cau nan
nhan gui tién dat coc roéi chiém doat.

CHUYEN NHAM TIEN VAO TAI
KHOAN NGAN HANG

LUa dao chuyén nham tién vao tai
khoan ngan hang va gia danh ngudi
thu hoi ng dé yéu cau tra lai so tién.

CHO SO PANH DPE
Cac doi tudng chiéu du ngudi dung

chdi dé va yéu cau nan nhan chi tra
tiéen hoa hong.

KHONG

cung cap ma OTP cho ngudi

khac biét

THONG BAO "KHOA SIM" Vi
CHUA CHUAN HOA THUE BAO

Cac doi tuong goi dién thoai théng
bdo khoa dich vu vién théng. Nan
nhan 1dm theo hudéng dan sé& mat
thong tin ca nhan.

LUA DAO TUYEN CONG
TAC VIEN ONLINE

Tuyén cdng tac vién "viéc nhe luong
cao" - gia mao cac trang san thuong
mai dién tu nhu Tiki, Shopee, Lazada

va cac thuong hiéu I6n dé chiém

doat tai san cua cac nan nhan.

DICH VU LAY LAI TIEN KHI
DA Bl LUA
Gia danh nhan vat cé uy tin, stic anh
hudng lién hé cung cap dich vu lay
lai tien da mat cho nan nhan. Yéu
cau nan nhan thanh toan trudéc hoac
cung cap thong tin ca nhan.

BAY TINH CAM, PAU TU TAI CHINH,
GU1 BUU KIEN, TRUNG THUGNG

Cac doi tuong thong qua cac mang
xa hoi va iUng dung hen ho tiép can
ngudi dung. Ldi dung tinh cam nan
nhan IUa chuyén tién, kéu goi dau tu
tai chinh.



